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World-class vehicle  
security partnership

The arrival of smart and intelligent vehicle features come with a security threat as 
they give attackers a chance to establish a foothold into a vehicle’s system. In 
addition, software vulnerabilities can also be exploited to tamper with a car’s 
functionality. McAfee, the global device-to-cloud cybersecurity company, believes 
that computer security and data privacy will become cornerstones for consumer 
confidence and continued success in the automotive industry. McAfee plays an 
active part in the growing vehicle safety ecosystem and collaborates with various 
technology companies. It recently formed a partnership with Panasonic Corporation 
to jointly start building a Vehicle Security Operation Center (hereinafter, Vehicle 
SOC) to commercialize vehicle security monitoring services. To protect connected 
vehicles around the world against cyber-attacks, the companies will build vehicle 
SOCs that enable accurate detection and early response to attacks and help 
strengthen Cybersecurity measures in the automotive industry, as Koichi 
Kawashima, manager of the McAfee Solution Service Department, explains. 

entertainment apps are being developed 

in the automotive industry to appeal to 

modern drivers, cybersecurity is not 

necessarily being given the same 

attention -- a gap Panasonic and McAfee 

aim to plug. 

Panasonic has already been operating 

SOCs for factories since 2016 to 

protect systems and networks that 

manage and control factory 

equipment and production processes 

against cyber-attacks – prior to SOC 

for automobiles. For automobiles, 

they have developed an Automotive 

Intrusion Detection System that 

mounts on a vehicle, detects the 

occurrence of a cyber-attack and the 

type of attack, and transmits analysis 

data to the vehicle SOC and a Security 

Information and Event Management 

System that analyzes and visualizes a 

large amount of data received from 

the Automotive Intrusion Detection 

System in the vehicle SOC. 

McAfee supports world-class SOCs and 

Managed Security Services (MSSs), and 

has the know-how cultivated by 

building and operationally supporting 

numerous SOCs. The capabilities of 

both companies will be leveraged to 

start building vehicle SOCs to monitor 

cyber-attacks that may be conducted 

against vehicles around the world.

With the innovative development of 

autonomous driving, the advancement 

of digitalization, and the increasing 

number of connected cars, the risk of 

cyber-attacks against automobiles is 

increasing every year. It has become 

urgent for the automotive industry to 

establish mechanisms to protect and 

monitor vehicles from cyber-attacks. 

The Vehicle Security Operation Center 

McAfee was founded in the 1980s. In the 

1990s, it grew to become the industry 

leader in helping protect consumers and 

businesses from adversarial threats like 

hackers. In June 2020, McAfee protected 

more than 680 million total endpoints. 

The company also has a growing 

application security business, serving a 

variety of industry verticals. It is notably 

part of a large and vibrant ecosystem 

delivering components to the 

automotive industry, including 

hardware, software, and security 

processes from chip to cloud and from 

design to driveway. The company 

collaborates with a number of 

technology, security, and automotive 

industries to advance the analytics, 

research, standards, and best practices 

on secure driving experiences. 

With Panasonic, the plan is to jointly 

start building a Vehicle Security 

Operation Center (Vehicle SOC). While 

everything from machine learning-

based driver assistance, maps, and 
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time. By integrating Panasonic’s 

knowledge of IoT security including 

automotive security with McAfee’s 

knowledge of IT・OT security, we believe 

we can establish Vehicle Security 

Operation Center or Vehicle Security 

Monitoring Services, a new field, 

efficiently and seamlessly.”

Mr. Kawashima points out that while it is 

assumed that Panasonic will be the main 

provider of the service, which is provided 

to the car manufacturers, it is up to the 

customers to decide in what way the 

service will be provided, and this is not 

decided on yet. The service will be rolled 

out in the next few years, and as Mr. 

will enable the provision of monitoring 

services to monitor connected cars 

around the world and contribute to the 

development of a safe and secure 

mobility society.

Mr. Kawashima, whose responsibilities 

at McAfee include building and 

supporting the operations of Security 

Operation Centers (SOCs) and 

Computer Security Incident Response 

Teams (CSIRTs), explains that McAfee 

already worked with Panasonic, to 

support SOCs at Panasonic factories: 

“We support a number of companies 

with professional SOC services. We 

give advice to create and update A-SOC 

strategies, policies, processes and 

manuals. In this specific partnership 

around vehicle security, our experience 

as a professional service provider to 

SOCs in industry places us in a good 

position to also support In-Vehicle 

SOCs.”

He points out that Panasonic is also well 

positioned in this space, not just from a 

technology perspective, but also 

because they themselves have actually 

been a victim of cyber-attacks. “We 

believe that they are one of a few 

companies with knowledge and 

practical experience in such a vast  

field and it is an experienced Tier1 

automotive parts provider at the same 
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Kawashima explained, will come in the 

shape of a pure software solution, paired 

with a consulting service. 


