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The arrival of smart and intelligent vehicle features come with a security threat as
they give attackers a chance to establish a foothold into a vehicle’s system. In
addition, software vulnerabilities can also be exploited to tamper with a car’s
functionality. McAfee, the global device-to-cloud cybersecurity company, believes
that computer security and data privacy will become cornerstones for consumer
confidence and continued success in the automotive industry. McAfee plays an
active part in the growing vehicle safety ecosystem and collaborates with various
technology companies. It recently formed a partnership with Panasonic Corporation
to jointly start building a Vehicle Security Operation Center (hereinafter, Vehicle
SOC) to commercialize vehicle security monitoring services. To protect connected
vehicles around the world against cyber-attacks, the companies will build vehicle
SOCs that enable accurate detection and early response to attacks and help
strengthen Cybersecurity measures in the automotive industry, as Koichi
Kawashima, manager of the McAfee Solution Service Department, explains.
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numerous SOCs. The capabilities of
both companies will be leveraged to
start building vehicle SOCs to monitor
cyber-attacks that may be conducted
against vehicles around the world.
With the innovative development of
autonomous driving, the advancement
of digitalization, and the increasing
number of connected cars, the risk of
cyber-attacks against automobiles is
increasing every year. It has become
urgent for the automotive industry to
establish mechanisms to protect and
monitor vehicles from cyber-attacks.
The Vehicle Security Operation Center
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He points out that Panasonic is also well
positioned in this space, not just from a
technology perspective, but also
because they themselves have actually
been a victim of cyber-attacks. “We
believe that they are one of a few
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